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Introduction

LogShipping has been a valuable feature of SQL Server for a long time now, leveraged for
increased availability, disaster recovery as well as a simple solution for taking and verifying log
backups. The basic setup for logshipping looks like this:

LSRestore
LSBackup LSCopy-

U » U

Primary DB Server LS File Server LogShipping Destination
Figure 1: Standard LogShipping configuration

In simple terms the database on the Primary server is set for automatic log backups using the
SQL Server Agent and the LSBackup job. Those backups get written to a fileserver. From there
the Destination server picks those files up using his own SQL Server Agent and the LSCopy job,
transferring the files to his local harddrive. As a last step the files are being applied (Restored)
to the destination database using another SQL Server Agent job, the LSRestore. The standard
interval for LSBackups is 15 minutes, but it can be set to any interval the user needs.

One interesting thing to note in this constellation is that the system includes its own cleanup and
alerting mechanisms. LSBackup has a threshold (normally 24 hours). Any backup file on the LS
File Server older than this date will be deleted automatically. The LSRestore has the same
mechanism for its local copies, but ensures that those are only deleted after they have been
applied successfully. There is also a SQL Server Agent job names LSAlert that runs on both the
source and destination machine and monitors if log backups/restores are done regularly. If not
the job will fail, raising an alert.

Another neat feature worth mentioning is the restore delay: Logshipping can easily be setup to
wait for a defined amount of time (e.g. 60 minutes) before applying the logs to the secondary,
giving the ability to step back from a fatal user or application error, like dropping a table. This is
a feature that even nowadays has not been made available in any other HA or DR method.

In the time when logshipping was introduced it was a pretty good solution for the HA/DR needs.
SQL Server failover clusters were very expensive to build and maintain and most companies
still lived in a 8x5 manner, meaning that IT was mainly used during office hours and was not
extremely vital to the companies success. Therefore a data loss of 15 minutes was more than
acceptable given the extremely low price of the solution. It also proved to be perfect for
customers with higher demands that were employing SQL Server failover cluster instances, as
cross location clustering pretty much non existant at the time, making this the only viable
solution for quick disaster recovery. Unfortunately the time has changed and businesses
nowadays run 24x7, relying on IT to very extremes, making data loss an almost unacceptable
thing. Technology has coped with this demand, and with the increase of affordable storage
subsystems and the wider availability of SQL Server failover cluster instances the demand for
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high availability has been covered, pushing the technology of LogShipping into the background,
which might be one of the reason the technology has not changed too much in this area.

By now many users of SQL Server have identified the potential of logshipping for another
purpose though: The use as a log backup solution. With it’s ability to automatically cleanup the
fileshare it basically implements the needs of rolling backups out of the box, removing the need
for expensive backup solutions like the Microsoft Data Protection Manager, that would also add
additional maintanence efford, hardware needs and training for the IT crew. Unfortunately the
LogShipping system has a vital flaw as a backup solution. (Which is by the way also true for
almost all other backup solutions in this area.) While full and differential backups can just be
redone if one is lost, log backups can't. If you log chain misses even a single backup file, it is
just not restorable anymore. SQL Server acknowledged this problem by introducing the “WITH
MIRROR TO” option in the BACKUP LOG statement, which allows the backup to be written into
two locations at once, but LogShipping does not deliver a way of utilizing this. Therefore in our
highly available world of today a typical logshipping solution would look somewhat like this.

LSRestore

O | -] 6

LSCopy
LogShipping Destination

SAN SAN
LSCopy LSRestore
Primary DB LS File LogShipping Destination
Cluster Cluster

Figure 2: High availability LogShipping

This setup brings high availability to the LogShipping technology, leveraging Windows Server
Failover Clustering and a storage area network (SAN). This bears many consequences though.
For one, a SAN, although much cheaper these days than in the past, is still a huge investment
and a technology that needs increased maintenance. For two, no matter how good your SAN is,
even it bears the chance of breaking. And given that many companies only deploy one SAN for
cost reasons chances are that if your SAN breaks you loose both the DB data as well as the log
backups on the LS File Cluster. And for three, SANs are still mostly used for running servers
within the same datacenter. Although technologies like EMCs SRDF or IBMs MetroMirror
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provide SAN based cross location data sync capabilities those are normally only affordable for
the top brass of customers, and they come with a lot of limitations.

So it comes as no surprise that Microsoft found a way to eliminate the SAN as a single point of
failure in their database system and with release of SQL Server 2005 introduced Database
Mirroring. Leveraging this technology you can now setup cross location high availatility and
disaster recovery without the need of expensive hardware, changing the scenario like this.

LSRestore
a LSBackup ‘ LSCopy i
Primary DB LogShipping Destination
Principal 9
SAN
LSBack\i; LSCopy LSRestore
Primary DB LS File LogShipping Destination
Mirror Cluster

Figure 3: LogShipping with Database Mirroring (DBM)

Now the one component that remains in this picture that is in need of a SAN as central storage,
and with it hosts a single point of failure in the SAN and a large cost factor if deployed across
multiple locations, is a simple, old fashioned File Server. And this is where SQL Server 2012
comes in handy...

SQL File Tables

A while back, with SQL Server 2008, Microsoft introduced the concept of FileStreams. The
basic idea was to provide a BLOB store within the SQL Server database that could be accessed
by legacy applications using the standard Win32 method of an SMB share while also allowing
easy access to the data using Transact SQL. With SQL Server 2008 FileStreams had two
drawbacks though: You could only have one per database, plunshing all your files into the same
stream, and, more importantly, you could not have a highly available access to those shares,
unless you employed a SQL Server Failover Cluster Instance using a SAN. With the release of
SQL Server 2012, SQL File Tables and the Always On Availability Group technologies those



drawbacks have been removed, creating a system complex where FileTables can easily be
made highly available without the needs of a SAN and can even be made highly available
across multiple datacenters using AlwaysOn Availability Groups on top of a Multi-Subnet
Windows Server Failover Cluster.

SQL File Tables and LogShipping

Now, with the use of the new FileTable technology my proposal of a LogShipping setup looks
like this.

LSRestore
LSBackup LSCopy i
Primary DB LogShipping Destination
Principal
_'_.--tist
LSB-‘I(kl‘I;)' LSCopy LSRestore
Primary DB SQL FileTable LogShipping Destination
Mirror Replica

Figure 4: LogShipping with Database Mirroring (DBM)

Looks similar to the one above? Right... But with one major difference: Although the filetable in
the middle looks like one big data store to both LSBackup and LSCopy (made possible by the
use of the new AlwaysOn Availability Group Listener), it really exists as two copies, one on each
node of the FileTable Cluster, leaving the system with no shared components and therefore no
single point of failure. And of course (as mentioned earlier) with this solution you are not bound
to one datacenter. As there are no shared components in this solution you can easily split it
across two, or even more, datacenters.

Setting up the FileTable Availability Group

The picture above might look pretty simple, but looking at it in detail brings a quite different
impression unfortunately. First of all, as with all AlwaysOn technologies, you need to deploy a
Windows Server Failover Cluster as a base for your system and with it spend a lot of thoughts



around a quorum model and voting strategies that fit your needs. (This article will not go into

details on that, there are other great papers out there that cover those areas.) So for the

purposes of the document let's assume that you have already deployed WSFC, installed stand
alone instances of SQL Server on each of the nodes and enabled AlwaysOn High Availability.
Just to make sure that we are on the same page, it’s that little button here:

7= 5ql Server Configuration Manager 5 [=] B3
File Action View Help
e AN (ERETN ? BECHEORONG)
[ 5QU Server Configuration Manager (Local) Name [ state | start Mode | Logonas | Process I | Service Tyt
SQL Server Services MSQL Server Integr... Running Automatic NT AUTHORITY{MET... 1540
4. 5QL Server Network Configuration (32bit) t»')SQL Server Integr... Running Automatic NT Service\MsDtsSer... 1904
3. SQL Native Client 11.0 Configuration (32bit) | #y501 Full-text Fiter... Running Manual NT AUTHORITY\LOC... 1164
& SO Seiver:Netiork Cornfiguration E5qL Server (M55Q... Running Automatic ICEPOR|SRY_SQL 2016 SQL Server
2, 5QL Native Client 11.0 Configuration PSSQL Server Browser  Stopped Other (Boat, System...  NT AUTHORITYALOC... O
@SQL Server Agent ... Running Automatic ICEPOR\SRY_SQL 4440 SQL Agent
'
SQL Server (MSSQLSERYER) Propetties | 2 ]
LogOn | Service | FILESTREAM |
AlwaysOn High Availability I Startup Parameters ] Advanced
Windows Failover cluster name:
I"h =
[V Enable AlwaysOn Availabiity Groups:
Allow this instance of SQL Server to use availability groups for high
availability and disaster recaovery.
oK I Cancel apply, | Help |
< |

I

Figure 5: Enabling SQL Server AlwaysOn High Availability

Now, the next thing you need to do is enable FileStream. Look, it's not far from the AlwaysOn

switch...
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@SQL Server Agent ... Running Automatic ICEPOR\SRY_SQL 4440 SQL Agent
SQL Server (MSSQLSERYER) Properties |
AlwaysOn High Availability I Startup Parameters l Advanced |
Log On | Service FILESTREAM

[V Enable FILESTREAM For Transact-SQL access

|V Enable FILESTREAM for file /O access

Windows share name: I BackupShare

IV allow remote clients access to FILESTREAM data

OK I Cancel Apply | Help |

Figure 6: Enabling FileStream

For this scenario there are some important parts to mention at this point. For one, you have to
enable all options. The really important one is the last, “Allow remote clients access to
FILESTREAM data”, and this one is only available after you enabled the other two. For two, the
Windows Share name is important. This is the SMB share that SQL Server will attach the
FileTable to. This has to be set to exactly the same value on all instances hosting the
FileStream, otherwise the system will not work. And last, after changing those settings you need
to restart the SQL Server instance, so you should do this before you start using the server...

To check if your setup step worked you should now be able to access your FileStream on the
nodes via SMB. In my sample | could now browse to \ocalhost\BackupShare on the server and
would find an empty folder there.

Once this is working on all nodes the next step is creating a database. The database needs to
run recovery model “Full”, otherwise the AlwaysOn Availability Group will not work.


/BackupShare

F New Database =] B3

S'é!‘#tfa ; Script ~ L‘j Help
2 General
A Opti
s Fi:l;:gf;ps Database hame: |DB4Backups
N Owner: I<default> |
¥ Use fulltest indesing
Database files:
Logical Name I File Type I Filegroup l Initial Size (MB) l Autogrowth / Maxsize
DB4Backups  Rows..  PRIMARY i : By 1 MB, Unlimited ||
DB4Backup... Log Not Applicable 4 By 10 percent, Unlimited ||
Server.
Connection:
¢ View connection properties
Ready <] | _)]
&dd | B EMove |

oK I Cancel l
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Figure 7: New database

You might of course want to change the file paths and the growth settings, etc. to your
standards. Next... Build high availability around the database. Otherwise the whole setup would
be pointless. And here is one more feature that is nice in SQL 2012, compared to the older
versions: There is actually a really usefull GUI support for doing that... Unfortunately to start the
process we still need to run one command manually...

BACKUP DATABASE DB4Backups

TO

DISK="'C:\Temp\DB4B.bak"

WITH INIT, FORMAT, COMPRESSION

Don’t ask me why they didn’t build this into the Wizard... Well, anyway... After running this we
can start with the cool new wizard.
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‘ New Availability Group

Introduction

Introduction

Specify Name

Select Databases

Specify Replicas

Select Data Synchronization
Yalidation

Summary

Results

Create a new availability group.

An availability group defines a set of user databases that fail over as a single unit.

To create an availability group, you will need to;

Specify an availability group name.

Select one or more user databases on this instance of SQL Server,

Specify one or more instances of SQL Server to host secondary availability replicas.
Specify your availability group listener preference.

Select your initial data synchronization preference.

Check the validation results of availability group creation.

Review your selections.

€\
\

To begin creating an availability group, click Next.

I Do nat show this page again.

< Previous | Mext > I Cancel

Figure 8: Create Availability Group Wizard

This is not really an AlwaysOn document, but just for the sake of completeness, let’'s walk
through it... After hitting next on the start screen you are asked to specify a hame for your
AlwaysOn Availability Group. This name is also used as a cluster group name.
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‘ New Availability Group

Specify Availability Group Name

Introduction ©) Help

Specify Name

Specify an availability group name.

Select Databases Availability group name:

Specify Replicas IBackupAG|

Select Data Synchronization
Yalidation
Summary

Results

< Previous | Mext > I Cancel

Figure 9: Specify name for availability group

Now next... And we are asked to select all DBs that will participate in the group. In this case it's
only one... And look, it really meets the prerequisites...
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‘ New Availability Group

Cap”|

Select Databases

Introduction

Specify Name

ck Databases

Specify Replicas

Select Data Synchronization
Yalidation

Summary

Results

© Help

Select user databases for the availability group.

User databases on this instance of SQL Server:

| Mame | Size | Status
[ 1.2GB Full recovery mode is required

@ DB4Backups

(] 2 actions reguired

Refresh |
<Erevious| Mext > I Cancel I

Figure 10: Select databases for Availability Group

In the next step we need to specify all servers that should hold copies of the data. In my picture
| showed two, but you can have more than that if you like.
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‘ New Availability Group

Specify Replicas

Introduction ©) Help

Specty Name Specify an instance of SQL Server to host a secondary replica.

Select Databases

l Endpoints I Backup Preferences I Listener I

Specify Replicas Availability Replicas:
Select Data Synchronization 5 Tk Initial Automatic Synchronous Readable 5
SiCl D>tabte | Role Failover (Up to 2) | Commit {Up to 3) Eatan e oBtol
Yalidation
Primary ‘ v ‘ v Mo
- |
Results

«| | i

Add Replica... Remove Replica

Summary for the replica hosted by ATOPOWDSQL110

Replica mode: Synchronous commit with automatic failover
This replica will use synchronous-commit availability mode and support both automatic failover and
manual failover.

Readable secondary: No
In the secondary role, this availability replica will nat allow any connections.

< Previous | Mext > I Cancel

Figure 11: Select replicas for Availability Group

Note that | have specified both replicas to be Synchronous and Automatic Failover. It might
seem counter-intuitive that you have to specify Synchornous commit on the primary, but that’s
what it is. (And | am not going to discuss the details on that, let’s leave this for another
document.)

If you have permissions to create Active Directory objects in your organization you can now
switch to the “Listener” tab and specify the DNS name that your clients will connect to lateron.
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‘ New Availability Group

Specify Replicas

Introduction ©) Help

Specty Name Specify an instance of SQL Server to host a secondary replica.

Select Databases ; .
Replicas | Endpoints | Backup Preferences  Listener

Specify Replicas Specify your preference for an availability aroup listener that will provide a client connection point:

Select Data Synchronization

" Do not create an availability group listener now

Validation You can create the listener later using the Add Availability Group Listener dialog.
Summary (¢ Create an availability group listener
Results Specify your listener preferences for this availability group.

Listener DNS Name: lMyBackupDNSName

Port: 1433

Network Mode: lStatic P L]

| Subnet | IP Address

Remove |

< Previous MNext > l Cancel I

Figure 12: Availability Group Listener

If your company has segregation of duties and you can’t do this yourself there is of course a
way to do it later.

After hitting next you are asked to specify a network share that all replicas can access. This is
needed for the wizard to store a full + transaction log backup from the primary to apply to the
replicas before initializing the group. So why did we have to do the Backup before? Don’t ask...
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‘ New Availability Group

Select Initial Data Synchronization

Introduction ©) Help
Spedify Name Select your data synchronization preference.

Select Databases & Full

Specify Replicas Starts data synchronization by performing full database and log backups for each selected

database. These databases are restored to each secondary and joined to the availability group.

yvnchronization

Specify a shared network location accessible by all replicas:

Validation 1 I
Browse...

Summary

: " Join only

R 1%

A Starts data synchronization where you have already restored database and log backups to each
secondary server, The selected databases are joined to the availability group on each secondary.

(" skip initial data synchronization
Choose this option if you want to perform your own database and log backups of each primary
database.

< Previous | Mext > I Cancel

Figure 13: Availability Group Initial sync

OK, almost done. Now the Wizard checks all the settings...
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. New Availability Group

o=,

'3 :L]
Validation

Introduction
Specify Name
Select Databases
Specify Replicas

Select Data Synchronization

Yalidation

Surmary

Results

©) Help
Results of availability group validation.
Name Result

J) Checking whether the endpoint is encrypted using a compatible algorithm Success
3 Checking shared network location Success
() Checking for free disk space on the server instance that hosts secondary replica ... | Success
@ Checking if the selected databases already exist on the server instance that host... | Success
() Checking For compatibility of the database file locations on the server instance th... |Success
9 Checking for the existence of the database files on the server instance that host... | Success
,9 Checking the listener configuration Success

Re-run Yalidation |

< Previous I Mext > I

Cancel I

Figure 13: Validate Availability Group settings

And after hitting next another two times your new AlwaysOn Availability Group is created and
your databases are in sync. So now we can start with the real configuration...

First you need to create a Filegroup for your stream data.

17



@ Dpatabase Properties - -
Selectapage 5 Seript + |4 Help

A General

22 Files Rowe

el Filegroups

44 Options Name Files | Read-Only | Default |
44 Change Tracking PRIMARY 1 v

4 Permissions

% Extended Properties

5 Mirroring

4 Transaction Log Shipping

Add I Hemove I

FILESTREAM

Name Files l Read-Only l Default I
StreamStore 2 - v

Server:
ATOPOWDSOL110

Connection:
ICEPORAa.wokuO1

2¥ View connection properties

Ready

Add I Remove l

| 0K I Cancel |
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Figure 7: Filegroup for FileStream
Notice that the new filegroup is not in the “Rows” section, but in the “FILESTREAM” section.

Next we switch to the “Files” section and create a new file for the Stream-Data
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. Database Properties -
Select apage

2 General

2 Files

#A Filegroups

#A Options

4 Change Tracking

24 Permissions

1“4 Extended Properties

1A Mirroring

2 Transaction Log Shipping

Server:
ATOPOWDSOL110

Connection:
ICEPORa.wokul1

97 View connection properties

.6 Script ~ Y Help
Database name: [
Dwner: l I
¥ Lze fulltegtindexing
Database files:
L.._I File Type ] Filegroup l Initial Size (MB] | Autogrowth / Maxsize
L. RowsData PRIMARY 1;000 _____ By 1000 MB, Unlimited
L. FILESTREAM Data StreamStore 717931 Unlimited
L. FILESTREAM Data StreamStore 722309 Unlimited
L. Log Mat &pplicable 6000 By 1000 MB, Limited to 2097...

Ready < | _>_|
Add | Bemoyve I
oK I Cancel |

A

Figure 8: File for FileStream

Notice that | created two FileStream Data files. This was purely for space reasons on the
machine | took the screenshots from. One is enough for the general purpose.

Next we need to enable the filestream access for the database.
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P patabase Properties - ©

;S Script ~ ij Help

A General
A Fil
) F:I:Zroups Collation: ISQL_Lalim _General_CP1_CI_AS Ll
:”5_‘ Options Recovery model: IFuII L]
%4 Change Tracking T
& Permissions Compatibility level: ISQL Server 2012 (110) Ll
_‘“ Extended Properties Containment type: INone L]
&4 Mirroring Other options:
A Transaction Log Shipping S NenIpons:
2 4l |
Auto Create Statistics True -
Auto Shrink False
Auto Update Statistics True
Auto Update Statistics Asynchronously False
E Containment
Default Fulltext Language LCID 1033
Default Language English
Mested Triggers Enabled True
Transform Noise Words False b
Two Digit Year Cutoff 2049
5 Close Cursor on Commit Enabled False
erver:
ceLierboriaE b2 Sedten
ATOPOWDSOL110
Q E FILESTREAM
Connection: FILESTREAM Directory Name BackupFStream
ICEPOR\a.wokuO1 FILESTREAM Non-Transacted Access Full
97 View connection properties EMiscallanaous,
Allow Shapshat Isolation False
ANS| NULL Default False x:
= Allow Snapshot Isolation
Ready
0K I Cancel I
i

Figure 9: Database Options

You need to specify a directory name of your choice (I would recommend one without blanks...)
and importantly set the “FileStream Non-Transacted Access” to Full.

If you have done things right to this point you now have a Stream-Access ready that can be

tested. To do that you can now (from any machine) point your Windows Explorer to
\\MyBackupDNSName\BackupShare and should see a directory there named
“BackupFStream”. Remember... BackupShare is the name that | gave the SQL Instance when

configuring FileStream on an instance level. BackupFStream is the subshare for the FileStream
in your particular database. And this is available via the VNN of the AlwaysOn Availabilty Group

because those two work in common now, recognizing that the database is using both

technologies and binding them together.
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file://MyBackupDNSName/BackupShare

Now... Last step... Create a File table in the database (Or more, if you want to split your files up
logically.) There is no GUI there, here is the code:

CREATE TABLE dbo.BackupFileTable AS FILETABLE
WITH

(
FILETABLE_DIRECTORY = 'BackupTableDirectory',

FILETABLE_COLLATE_FILENAME = database_default
)

You will notice that there are two names there... “BackupFileTable” is the name that is used by
Transact SQL commands to read the data from it, BackupTableDirectory is the name that you
will see pop up in your BackupShare once you have issued the command.

So... Now you are all set. All that is left to do is point all your LogShipping configurations to
\\WMyBackupDNSName\BackupShare\BackupFStream\BackupTableDirectory and you are done.
| would strongly urge you to either create directories within the FileTable or have one FileTable
per LogShipping (I prefer the first.), otherwise you will end up in a mess of files. But this is
nothing new, it was the same with the original LogShipping Fileserver.

One very last thing: Where to store the transactionlog backup files of the new database? Well...
You could of course build another cluster like this and store them there, honoring the
Mythbusters saying: “If it's worth doing, it's worth overdoing.”, but | would stop at some point...

Side note for large deployments

While writing the document | ran into a performance problem within a large deployment of that
solution. After a while of debugging (with the great help of Microsoft Customer Support
Services) we figured out that the problem was not within the FileTable itself but within the NTFS
filesystem.

The FileTable operates in a way where files are not written into the typical MDF structure that
you are used to from SQL. Instead FileTable uses a special directory where it creates sparse
files, and a lot of them with fancy names. Now... per default (in Windows 2008 R2) Windows
has a compatibility mode enable on all NTFS volumes that forces it to create a unique 8.3
filename for every single one of those sparse files. And once you hit a certain amount of files
this is getting awefully slow... (And even crashes at a certain point when no more 8.3 names
are available...)

The workaround/solution for this is to disable 8.3 compatibility on the volumes in question.
Simply open a command prompt and issue

fsutil 8dot3name set 1

This will disable 8.3 on ALL volumes. Alternatively you can do it on one volume only of course.

fsutil 8dot3name set <Drive Letter or Mountpoint Path> 1

After setting this you need to reboot the server.
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Conclusion

This whitepaper shows how to use SQL Server 2012 AlwaysOn Availability Groups and
FileTables to achieve high availability of a LogShipping fileserver without the need of special
hardware or SAN infrastructure. It outlines the reasons behind the approach and all steps
necessary to set it up, except for the setup of AlwaysOn.
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For more information:

http://www.microsoft.com/sqlserver/: SQL Server Web site

http://technet.microsoft.com/en-us/sqlserver/: SQL Server TechCenter

http://msdn.microsoft.com/en-us/sqlserver/: SQL Server DevCenter

http://sqglcat.com/ : The SQL Customer Advisory Team

http://sglblog.dangerous.it/ : Ricks Blog

Should you have any questions or feedback regarding the document or the steps outlined in it,
please do not hesitate to contact me via email: rick@dangerous.it

Change History
Date Description
April 23, 2012 Update of Reviewerlist after Feedbacks
March 24, 2012 Changed FT solution picture to clearer reflect the idea.

Also added hint about 8.3 limitations we just stumbled upon
March 20, 2012 Added availability group creation as suggested by a reviewer
March 19, 2012 Draft completed.
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